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Fundamentals



Darknets
● Connections and participants are hidden
● Not easily accessible via the web(clearnet)
● Usually decentralized
● Examples:

○ I2P
○ Freenet
○ Tor



Freenet
● Created in 2000
● Peer to peer network - overlay network
● Distributed Data Store
● Designed to avoid state censorship
● Darknet capability introduced in 2007
● Completely Decentralized in Darknet Mode



Storage
● Keyspace distributed evenly across the network
● All nodes participate 
● Opportunistic caching - BitTorrent effect with no tracker
● Data may be forgotten
● Insert data, Go Offline 



Network Operation
Opennet:

● Trusted community seednodes are used to coordinate connections
● Semi-centralized
● Attacks more detectable by the community
● Risky
● Surveillance through correlation attacks



Network Operation
Darknet:

● Trusted peers are selected 
● Efficient Routing
● Metadata is concealed
● Much safer than opennet
● Operates through a swapping mechanism

Mix: Have darknet peers while using opennet



Darknet Routing/Small World Networks
● “It’s a Small World!”
● Small World Routing
● Metropolis-Hastings Sampler for Small World Network distribution
● Connect to Friends, Talk to World
● No central point of failure
● DDoS nearly impossible







Diving In



Content Hash Keys
● The most basic form of storage on freenet
● Key corresponds to SHA256 hash of file
● Unchanging
● One piece of data
● Anyone may re-insert

Example:

CHK@XDPb43ZD6-yd9aNokAWdW76CDOYVzIlsjATS2xzJtKk,WXNLUlFBRAxs7
Vq-eRxfrTJTPG0fFVgXolzUarhXEOM,AAMC--8/bman.jpg



Signed Subspace Key
● Public/Private Keypair Signed Space
● Content is added by a secret key that signs data
● May contain sets of files or data
● Anybody with private key may add data

Example:

SSK@fN3A5QeuvTLgR2KF8xmkNEIVTkBfmUQy2sCTCU1~hGk,vj3PbLWWB~dv
DesZKjeyqHFnhxLDtbUKcq2N8xXYERg,AQACAAE/turtles.txt

SSK@fN3A5QeuvTLgR2KF8xmkNEIVTkBfmUQy2sCTCU1~hGk,vj3PbLWWB~dv
DesZKjeyqHFnhxLDtbUKcq2N8xXYERg,AQACAAE/turtles.jpeg



Updatable Subspace Key
● Automatically versioned SSK keys
● Automatic updating
● Date hints
● Built on SSKs

Example:

USK@ozMQYaCEXnlHQQggITYSIeNSxqdMknqjOIYyCdMKqJA,gJyID9FRxaM5z
Dql3D8-wHACAusOYa5Aag3M4tSEt~g,AQACAAE/Index/375/



Keyword Signed Key
● Similar to SSK
● Keyword is a string that allows derivation of public and private keys
● Anybody can read or write
● Fast communication, interactive
● Riddles, verification

Example:

KSK@ArbitraryKeyName



Applications on Freenet



Applications

● Git
● Wikis
● Forums
● Chat
● Social Network
● Email
● More!



Freesites



FMS



Sone



Freemail



Application Design



Thinking about your problem
● Plugin or Standalone?
● What kind of communication is necessary?

○ One to One
○ One to Many
○ Many to Many

● Cryptography is your friend
● Web of Trust



Example Scripts



Insert a file
import fcp

node = fcp.node.FCPNode()

node.put(file=filepath)

node.put(data=”this is a test”)

node.shutdown()



Get a file
import fcp

node = fcp.node.FCPNode()

data = node.get(uri=key)[1]

node.shutdown()



Insert files under an SSK
import fcp

n = fcp.node.FCPNode()

public, private = n.genkey()

filename = “test”

n.put(uri=private + filename, data=”hello, world!”)

 



KSK Example
import fcp

n = fcp.node.FCPNode()

key = “KSK@keyname”

n.put(uri=key, data=”Hello, world!”)



Demo Example
● Problem: Want to share large number of malware samples with community
● Solution: Create service that periodically shares samples

○ Allow users to grab latest
○ Allow users to see all files inserted

● Anonymity maintained



Demo Script
https://github.com/mgrube/phagepy 
phage.py:

● Subscribe to a feed of virus/malware samples
● Request specific samples
● Update from anywhere
● Anonymous

https://github.com/mgrube/phagepy
https://github.com/mgrube/phagepy


Questions?



All files inserted



Grab most recently inserted


