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® Penetration test: A penetration test, or sometimes pentest, is a software attack on a

* K\) WHAT IS PEN TESTING? O/
N\ (

S computer system that looks for security weaknesses, potentially gaining access to the
computer's features and data. The process typically identifies the target systems
and a particular goal. A pen tester then reviews available information and

undertakes various means to attain the goal.

® Pen Testing: A method of testing, measuring and enhancing established security

measures on information systems and support areas.

® Pen Tester: Someone who probes for and exploits security vulnerabilities in web-

based applications, networks and systems. In other words, you get paid to legally
hack.
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® Black-Hat Hacke break numerous laws and

cause harm to individuals.
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* Cyberterrorists: Attackers that try to knock out a target without regards to being stealthy.
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® Network Intrusion or Unauthorized : Unauthorized access to a network

resource(s)
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®* Embezzleme yced in one's trust or

belonging to one's employe
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of a software
systen , security breaches

or damage to a on security threat that

cannot be efficiently controlled onventional antivirus software alone.

(f ® Unauthorized Destruction or Alteration of Information:
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®* Cyberstalking: The repeated use of electronic communications to harass or frighten

(f someone, for example by sending threatening emails.
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OPERATING SYSTEM CONSIDERATIONS

\l ®* Network Support: Most modern operating systems not allow users to connect to networks

with wired connections such as CAT-5 for Ethernet capabilities, but wi-fi, Bluetooth, 4G, ETC.

® Multitasking: The ability to run multiple applications at once. Keep in mind that too many

applications open at once will hinder performance.

* Application Support: Are developers properly providing support for bug fixes and

W patches, especially in terms of security and working properly with other installed software.

®* Hardware Interface: Ensure that the OS supports the hardware you plan on using.

* EX. If you are video editor don’t expect all OSX capture cards to work on Linux or even Windows.

® Graphical User Interface (GUI): Look and feel of what the user sees. Normally a desktop

or a command prompt
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4. Deploy the se’r’rings\ .
/ 5. Implement patch management
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® Fnume ition from the

openings and i ), such as usernames, share

data, group information, e
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addresses

and sed on a specific

system.

® Vulnerability Scanning finds weaknesses or problems in an environment

(f and generates a report on its findings.
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®* |P addresses of systems that are turned "live,” which includes not just computers but

INTRODUCTION TO SCANNING
\) ®* When performing a scan you should retrieve the following information: g

; tablets, mobile (cell) phones, printers, wireless access points, etc.
® Lists of open and closed ports on targeted systems.
* Operating system versions, which can be obtained in many cases during the scanning
phase.
W ®* However one should exercise caution since attempting to identify a system may increase chances of
detection

®* MAC addresses

® Service information
® Port data

® Other network information depending on the situation
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% PINGING TO CHECK FOR LIVE SYSTEMS

® Pinging is a commonly used network diagnostic utility.
However, firewalls and routers will quite frequently block it
on the perimeter of a network where the outside world
and the internal network meet.

®* The explains why some of you may have had issues with the

ping command for random web sites with certain projects.







A Connection: ¢

Content-Type: tex

-

| also received information about some of you having problems with ports and Telnet.
If this is the case don’t worry as long as your write up reflects that you understand
~ how to do the commands and what they do.

For future reference use port 21 or 22 when using Telnet.






https://www.grc.com/id/idserve.htm
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KALI LINUX

\l ® Kali Linux is a Debian-derived Linux distribution designed for digital forensics and

penetration testing. It is maintained and funded by Offensive Security Ltd. Mati

Aharoni, Devon Kearns and Raphaél Hertzog are the core developers.

® It includes some of the most commonly known /used security and analysis tools, aiming
for a wide spread of goals, ranging from web application analysis to network
analysis, stress tests, sniffing, vulnerability assessment, computer forensic analysis,
automotive and exploitation. It has been built on Ubuntu core system yet fully
customized, designed to be one of the best Penetration testing and security

distribution and more.

® https://www.kali.org/
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sec/dnscan .

* Afterwards > directory where it was

saved.

(f ® Run this command "./dnscan.py -h" to see the different options
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® For this example we cc L rom:
* https://github.com/bitquark /dnspop /tree /master /results
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® Finc he following

command
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* ./subroute.py -s /pc
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* C re it was downloaded

and run
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* /dirsearch.py -u ho
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1g, such as HTTP,

HTTPS,

® It's a great tool fo g Distros and can be found here:
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WWW. shodqn Te)



https://www.shodan.io/
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® ParrotSec is il ng tools equipped with

many different kinds of | e test on their lab.

(f = h’r’r s:/ /WWW. arro’rsec or



https://www.parrotsec.org/
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® The system c ry customized pentesting
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platform with only the se it to build your professional

workstation by taking advantage of all the latest and most powerful technologies of

(f Debian without hassle.
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/sis, stress

tests, nalysis, automotive

and exploitation ystem yet fully customized,

designed to be one of the best Penetration testing and security distribution

and more.
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https://linux.backbox.org/

